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YTO TAKOE «TPAGUHSA»? G rradunn

NMOJZIb3OBATEJIN

BUTPUHDI
AAHHbIX
MoAayin
\

OPrAHUA3LMU

BU3YANIN3ALUMNA

*  [OnHamuuyeckune BUTPWUHbI AaHHbIX
*  PaznunyHble Tunbl npeacrasiieHna VIHd)OpMaLI,VIVI

MCTOYHUKU AAHHbIX

* [lonynsipHble cucTeMbl MOHUTOPUHIa n CYB/

BMA)KETbI *  PasnuyHble cnocobbl c6opa AAaHHbIX

YMNMPABJIEHUE AOCTYIOM

+ [ub6kas poseBas MoAEb
* [Moaaep)kKa BHELHMX CMCTEMAM naeHTUdMKaLmm

NMCTOYHUKHN

AAHHbIX
MHTErPALUN

* PacluMpeHue c MoMoLLbio Moaynein
*  OTKpbITbIN API

HACTPAUBAEMbIA UHTEP®ENC

* [logAaep>XKka CBET/ION U TEMHOW TEMbI
* Toanepixka pyCCKORO M aHrINACKOro A3bika
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NMPNHLUMIN PABOTDHI
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BUTPUHA OAHHbIX

BUTPMHE fakkBX > Mpuiep Aaw6opaa

© Mpumep pawbopaa

CPU utilization

7.2%

E
i

o @ soem
Crpoka
CUCOK NPOBNEeM U3 HECKONBKUX cucTeM Mynst
Yaen cemn NpoGnema Tern CocTonnme
R
Moskingener  infochta frnodn posiiEMA
for 30m)

scope-availability | [ targetclickhouse
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BU3SYAJINSALIUA

G rradunn

/

O6vegnHeHne nHpopMaumm 13
pPa3/INyYHbIX CUCTEM B OJHOM MecTe

PasfinyHble TUNbI NpeacTaB/eHns
nHopmauuun: rpadukmn, Tabnumubl,
MHOANKATOPbI N ApYyroe

OTobpaxkeHne AaHHbIX B
pexmnMme peanbHOro BpEMEHU

[MogoepXXka nepeMeHHbIX U
TpaHchopMaunMn AaHHbIX

KoHTekcTHble nepexoabl (drill-down)

O 0 0 O

G

MO

BUTPMHBI AaHHBIX > [CBOAHEIN OTUET][COBLTIS] [OnepaTHaHbIH]

©® [CeoaHbIl oTyeT][CobbiTns][OnepaTUBHbIA] 10cek v | Mocnemuuii 1u:

CNKCOK aKTUBHBIX COBBITI

v Co6biTma

Bpems BakHOCTH ¥aen cetn Npo6Gnema Tern LnuTensHocTh

(scepeperformance ) (component:system | (OSiLinux ]

Monitoring server: More than 100 items having missing data
for more than 10 minutes

2025-08-10 0211 Monitoring server (Environment:PROD | (class=software | [targetserver| 11 aHeii Hasan

scope:performance | (componentcpu | [[dashboard: ]

OSiLinux ) [ EnvironmentDEV) (targetiinux)

2025-08-0612.41 Linux Server1 High CPU utilization (over 5% for 5m) 14 fHedt Hasan

ity ) (Componentmemory ]

2025-08-0115:46

[
[
(Ctelegram msg id 1001768392124 58976558 |
(
(

Grafinya Dev Host High swap space usage (less than 50% free) 19 avedt Hazaa

componentstorage | [ EnvironmentPROD | [OSiLinux]

] [componentsystem ] (GSiLinux

Environment:DEV ) (t=rgetiinux]

2025-07-30 14:32 Linux Server 5 Pult agent is not available (for 3m} 21 pewb Hazan

scope:availability | componentsystem | [Os:Linux |

Environment:DEV (targetiinux]

(
(
2025-07-30 1432 %

Linux Server 5 Pult agent is not available (for 3m} 21 pevi Hazan,




BU3SYAJINSALIUA

BUTPMHB faHHLX > OS - Linux - O63op

o
2]
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Name H
Linux Server 9
Linux Server 3
Linux Server 4
Linux Server 1
Linux Server 2
i ier e 7Y
v CobkiTia
Bpems
20251216 14:02
20251216 14:01
o 20251216 14:01

Mogens sgopossa
CPU Used s

| 897%
| 91%
| 9.02%

| 9.04%

a9f9 1 i 10/ctp. v

BawHocTs Yaen cetm

Linux Server 4

- B

Linux Server 4

Memory Used s

O630p YCTPONCTE W COBLITHIA N0 BAMHOCT

Total memory 3 Uptime
8022% 5021GB 974 weeks
80.3% 5021GB 974 weeks
B0.43% 5021GB 974 weeks
80.48% 5021GB 9.74 weeks
80.64% 5021GB 9.74 weeks
OTKPbLITHIE COGLITAR
MNpoGnema

[fetc/resolv.conf: Disk space is low (used > 80%)

fetc/hosts: Disk space is low (used > 80%)

fetc/hostname: Disk space is low (used > 80%)

CPU utilization

B8.8%

rpagpuHna

admin

ALMMHKCTPATOP CUCTEMK

Linux Server 1: CPU utilization

~

Tern
(scopeavaiabiiy ] | ] J
[ ketclresolveonf | [ Envi DEV ) [ OS:Linux |

((scopevailability ] ity] | J
[ filesystern:fete/hasts ] [ Ervironment:DEV | [ OS:inux |

((scopevailability ] ity] | J
[ﬁmmem;‘etc;‘?’\ostr\ame] [ Eeronmem_-DEV] [OQLinux]

OnutensHocTb

Mecsil Hadan

Mecsil Hadan

Mecsil Hadan



MCTOYHUKWN OAHHbIX

G

FoToBblE NM1aruHbl Ansa céopa

MH(OPMaUnUU U3 Pas3INYHbIX
cuctem n CYbA:

- lynbT

- Zabbix

- Prometheus

- Victoria Metrics
- PostgreSQL

- JSON

- CSV

PasnunuHble pexumbl cbopa
AAHHbIX:

- KOHCTpYKTOp
- Koa
- JSON

G rradunn

o MnariHbl

MAIN [narvHbl

& Pult / Zabbix Victoria Metrics / Prometheus

8

@ OTevyecTBeHHana cucTema MOHUWTOPWHIa, B OCHOBE KOTOPGI?‘ Cuctema MOHWTOpPWHIa CePBUCOB C OTKPbIThIM MCXCOHbIM

NeWUT NonynspHas cMcTeMa MOHUTopMHra Zabbix,

KOAOM W1 6a3bl AaHHbIX BpeMeHHbIX pafoB.
[ONOMHEHHas HOBbIM (GYHKLIMOHaNoM

Bepcua 100
Bepcur 100

HeTourmk

M AaHHBIX 14

Postgres

lMnaruH Postgres o6ecneuMBaeT nogknoyeHne K PostgreSQL
W coBMECTUMbIM CYB[] ANa MOHUTOPWHIE WU aHaNM3a AaHHbIX.
MopaepwuMBaeT BbiNoNHeHWe SQL-3anpocoB U MHTerpaluio ¢
CHUCTEMOW BW3yann3auunn. CoBMecTMMocTb: Postgres
9+/Postgres PRO 13+/Pangolin 4+.

Bepcus 100

MeTouHHKK AaHHBX [




MOAYIU G rradunn

PECYPCHO-CEPBUCHAA MOAEJIb

[ —————
o (® PecypcHo-cepBUCHaa Mogerb
MrHoBeHHasa AMArHOCTUKa COCTOAHUSA .
NT-ycnyr cuctembl Zabbix unu MynbT : ®
CMB\koHTeHhpraaLma\VK-
/ﬂau PROD—_
o HarnaaHoCTb CNOXHbIX CBSA3Een ®
Cloads @
ET:"Ty/nHo
: O

o NMHTEepaKTUBHOCTb

mmmmmmmmmmm

PacwunpsaunTte CDYHKLI,VIOHaJ'IbHOCTbj
co3aaBas cobCTBEHHblE MOAYNN U
MHTErpmpysa nx B nnatdopmy

Enviranment: DEV
o o Unavailable by IKMP component: health
=)

[problemvk: VK] [ scope: availability |




YMNPABJIEHMUE AOCTYIIOM

G

G

[Mbkas ponesas moAdenb

- HabnwpaTtenb
- [lonb3oBaTenb
- AOMUHUCTpaTOp

MNopaepxxka «OpraHusaunn», ans
CO34aHNSA HE3AaBUCUMbIX
NPOCTPAHCTB CO CBOUMM:

- [llonb3oBaTensamu

- BUTpUHaMU AaHHbIX
- WICTOYHMKaMWU JaHHbIX

MNopnep)xka BHELWWHUX CMCTEMaM
naoeHTudukKaummn

- Blitz Identity Provider

/

° Monb3oBaTenmn

MAIN

[Monb3oBaTenu
@ Bce AKTMBHBIN He akTuBHbIN
Mma nonb3oBaTtens OpraHuzaumm
admin
admin_test
operator_test
watcher_test

Email

admin@example.com

admin_test@ya.ru

operator_test@ya.ru

watcher_test@ya.ru




YHEM XKE Mbl JIVHLIE GRAFANA

o PEECTP d

CTABUJIbHOCTb INPU
OBHOBJIEHUAX

o ENTERPRISE ®UN4YHA

o TEXHUYECKASA NOAAEPXKA




BREAKING NEWS

Ilpunoxenne Ne 4
HeneBble nokasarein 3eKTHBHOCTH NepPexoaa rocyIapcTBeHHLIX KOMIIAHHIL HA HCNOJIL30BAHHE POCCHIICKOT0
nporpaMMHoOro odecneyenus: Ha nepuon xo 2027 r.

Ko1/HanmeHoBaHHe THIA/KIACCA NPOrpaMMHOro ofecnedeHns

2025-2027 rr.,
IJISl 3HAYHMBIX
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CNEAYIOLWME WLATHA



XOEM BCEX B HALLUEM
Tr-COOBLECTBE




